

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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ADHRIT

Adhrit is an open source Android APK ripping tool that does a basic recon on the provided APK file. Built mainly with CTFs on focus.


Uses:


	Extracts the apk contents.


	Disassembles native libraries


	Extracts jar out of dex.


	Extracts source code in Java.


	Extracts source code in Smali.


	Recompiles smali into APK


	Checks for bytecode injection points.


	Analyzes permissions used by the application.


	Dumps the Manifest.


	Dumps the certificate details.


	Checks for malware footprints in VirusTotal database.







Pre-requisites:


	Linux or MAC


	Java JDK







Usage:


	Dowload the zip or clone the package and extract the tool ( git clone https://github.com/abhi-r3v0/Adhrit.git ).


	Place the application in the tool directory.


	Open a terminal and cd into the directory.


	Run python installer.py for installing the necessary tools.


	Use python adhrit.py -h for usage help.




Example:  python adhrit.py -a my_app.apk




Screenshots:

[image: alt text]

[image: alt text]

[image: alt text]

[image: alt text]




Blog:

bi0s [https://amritabi0s.wordpress.com/2017/09/24/adhrit-android-apk-reconnaissance-tool]




Mentions:


	Seclist [http://seclist.us/adhrit-is-an-open-source-android-apk-ripping-tool.html]


	DedSec [https://www.dedsecinside.com/security/adhrit-android-recon-tool]


	Howucan.gr [https://howucan.gr/scripts-tools/1531-adhrit-android-apk-ripping-tool-that-does-a-basic-recon-on-the-provided-apk-file]


	HackerTor [https://hackertor.com/2016/12/30/adhrit-is-an-open-source-android-apk-ripping-tool/]


	tuicool [https://www.tuicool.com/articles/r6jQzii]


	Pinterest [https://in.pinterest.com/pin/396246467200088526/]


	@androidtools on Twitter [https://twitter.com/search?q=%23androidtools%20adhrit&src=typd]





Note:


	Filenames with two ‘.’ may give an error. Please rename the apk in such cases.
For example, if your file name is my.app.apk, rename it to myapp.apk
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Certificate:
Data:
Version: 3 (0x2)
Serial Number: 172625402

Signature Algorithm:

(0xadaldfa)

sha256WithRSAEncryption

Issuer: C=US, O=Android, CN=Android Debug
validity
Not Before: Jan 25 16:10:00 2014 GMT
Not After : Jan 18 16:10:00 2044 GMT
Subject: C=US, O=Android, CN=Android Debug
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
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"md5": "c3b9ff2c3960afcIdef82e5c£297cEd3",
"permalink": "https://www.virustotal.com/file/ae4137d9a5294c802a0affd17759cc0d6e9cbd0£00a577c3£3977£e997e697£7 /analysis/1488619441/",
"positives": 1,
"resource": "c3b9ff2c3960afc9def82e5c£297cEd3",
"response_code": 1,
"scan_date": "2017-03-04 09:24:01",
"scan_id": "ae4137d9a5294c802a0affd17759cc0d6e9chd0£00a577c3£3977£e997e697£7-1488619441",
"scans": {
"ALYac": {
"detected": false,
"result": null,
"update": "20170304",
"version": "1.0.1.9"

I

"AVG": {
"detected": false,
"result": null,
"update™: "20170304",
"version": "16.0.0.4756"

I

"AVware": {
"detected": false,
"result": null,
"update™: "20170304",
"version": "1.5.0.42"

I

"Ad-Aware": {
"detected": false,

"result": null,
"update™: "20170304",
"version": "3.0.3.794"
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[+] FILE HEADERS

lib/x86/liblogger.so: file format elf32-little
architecture: UNKNOWN!, flags 0x00000150:
HAS_SYMS, DYNAMIC, D_PAGED

start address 0x00000000

[+] DUMPING DISASSEMBLY OF lib/x86/liblogger.so

TO

1ib/x86/1liblogger.so.txt
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